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State of New York
Office of the State Comptroller

Division of Local Government
and School Accountability
December 2009
Dear School District Officials:
A top priority of the Office of the State Comptroller is to help school district officials manage their
districts efficiently and effectively and, by so doing, provide accountability for tax dollars spent to
support district operations. The Comptroller oversees the fiscal affairs of districts statewide, as well
as districts’ compliance with relevant statutes and observance of good business practices. This fiscal
oversight is accomplished, in part, through our audits, which identify opportunities for improving
district operations and Board of Education governance. Audits also can identify strategies to reduce
district costs and to strengthen controls intended to safeguard district assets.
Following is a report of our audit of the Buffalo City School District, entitled Internal Controls Over
Information Technology and Retiree Health Insurance Benefits. This audit was conducted pursuant
to Article V, Section 1 of the State Constitution and the State Comptroller’s authority as set forth in
Article 3 of the General Municipal Law.
This audit’s results and recommendations are resources for district officials to use in effectively
managing operations and in meeting the expectations of their constituents. If you have questions about
this report, please feel free to contact the local regional office for your county, as listed at the end of
this report.
Respectfully submitted,

Office of the State Comptroller
Division of Local Government
and School Accountability
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State of New York
Office of the State Comptroller

EXECUTIVE SUMMARY

The Buffalo City School District (District) is governed by the Board of Education (Board), which
comprises nine elected members. The Board is responsible for the general management and control
of the District’s financial and educational affairs. The Superintendent of Schools (Superintendent) is
the chief executive officer of the District and is responsible, along with other administrative staff, for
the day-to-day management of the District under the direction of the Board. There are 61 schools in
the District.
The District purchased approximately 10,267 computers at a cost of approximately $ 6.95 million
during the past two fiscal years. Teachers, some students, and all Board members have been issued
laptop computers, many of which are taken home.
The District’s 2008-09 adopted budget included appropriations of $93.2 million for health insurance,
which represents 12 percent1 of the District’s total appropriations. The District provides health
insurance related benefits to approximately 3,300 retirees.
Scope and Objective
The objective of our audit2 was to evaluate the District’s internal controls over its information
technology assets and retiree health insurance benefits for the period July 1, 2007 to September 29,
2009. Our audit addressed the following related questions:
•

Are the District’s controls over information technology (IT) adequate to ensure compliance
with acceptable use policies, and to protect the District’s computers and IT network from
viruses and inappropriate use?

•

Is there an effective system of internal controls in place to ensure that the District pays health
insurance premiums only for eligible retirees and their dependents?

Audit Results
Internal controls over the District’s IT assets and health insurance benefits provided to retirees were
not appropriately designed or operating effectively to ensure District assets are used for appropriate

1
2

The District’s adopted budget for the 2008-09 fiscal year included appropriations totaling $750,192,828.
We plan to address other aspects of the District’s operations in a second audit report that will be issued in 2010.
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purposes, to safeguard IT systems and data from loss or misuse, and to ensure the District pays benefits
for only eligible retirees and dependents.
We found that the District’s controls over IT security were poorly designed and unenforced. As a result,
22 of 47 laptop computers we tested were used inappropriately: we found pornographic images and
full-length movies, music files, unencrypted confidential student information, and evidence of visits
to gambling and social networking websites. Four of these 22 laptops were issued to Board members:
one laptop issued to a Board member contained thumbnail-size pornographic images while a second
laptop issued to another Board member contained unauthorized software; two other laptops issued to
Board members were wiped clean by an outside vendor before we could test them, which suggests that
these laptops may have contained inappropriate material.
We also found that the District’s information systems controls, such as access controls and virus
protection, were ineffective. The District’s policies, including the definitions of user groups and access
rights, are fragmented. For example, there are from four to eight unique student group policies in
place at each of the District’s 61 schools.3 The District lacks documentation of how this complex
system works. Without documentation, the District is at risk of incurring significant costs to establish
an appropriate system if technical knowledge is lost.
Further, no one monitors to verify that users have only the appropriate level of access rights for
computers. The District does not require users to regularly connect their laptops to the District’s
network to update user polices. Of the 47 laptops we tested, the users of 39 had administrative rights
they were not entitled to that enabled them to make unauthorized changes to their computers. Further,
because information systems controls are so lax, the District is not obtaining value from the almost
$220,000 it spent for virus protection software and mobile web filters: 4 25 of the 47 laptops had virus
protection software that was either disabled or not current, and another 25 laptops did not have the
mobile web filter installed. As a result, the District’s network and data were exposed to an increased
risk of loss, misuse and virus threat.
We examined Social Security Administration (SSA) records for 5,269 District retirees and their
dependents and determined that six individuals currently insured by the District were deceased.
Despite the SSA check performed by the District each month, the current process failed to detect the
status of these six individuals, two of whom had been dead for more than a year while the District
continued to pay their insurance coverage. We estimated that the District paid $51,000 in premiums for
these six deceased individuals. Furthermore, most of the District’s collective bargaining agreements
require retirees to inform the District about changes in address, telephone number and coverage status
(including the death of a dependent). The District can obtain better assurance of compliance with this
requirement by sending out periodic confirmation letters.

3

4

This could result in the District having between 244 and 488 unique student user policies groups in effect across its 61
schools.
Mobile web filters block visits to inappropriate internet sites when the laptop is not connected to the District’s network.

4
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Comments of District Officials
The results of our audit and recommendations have been discussed with District officials and their
comments, which appear in Appendix A, have been considered in preparing this report. District officials
generally disagreed with our findings and recommendations and also questioned our methodology.
Appendix B includes our comments on issues raised in the District’s response letter.
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Introduction
Background

The Buffalo City School District (District) is governed by the Board
of Education (Board) which comprises nine elected members. The
Board is responsible for the general management and control of the
District’s financial and educational affairs. The Superintendent of
Schools (Superintendent) is the chief executive officer of the District
and is responsible, along with other administrative staff, for the dayto-day management of the District under the direction of the Board.
There are 61 school buildings in operation within the District, with
approximately 34,500 students and 6,800 employees. The District’s
budgeted expenditures for the 2008-09 fiscal year were $750,192,828,
which were funded primarily with State aid, real property taxes and
grants.
The Chief Technology Officer is responsible for ensuring the
reliability and security of the District’s information technology
infrastructure. The Information Technology (IT) Department consists
of 26 employees and administrators, 14 contractors independent of the
District, and 39 Technology Integration Specialist (TIS) employees.
A TIS employee is a teacher who, while assigned as a TIS in a school,
works directly with the IT Department. The Executive Director of
Human Resources is responsible for employee benefits, including
retiree health insurance.
The District purchased 8,322 desktop and 1,945 laptop computers
during the past two fiscal years at a cost of approximately $6.95
million. District computers are used for various administrative and
instructional functions. Every teacher and school administrator is
issued a District-owned laptop. In addition, students at three schools
are issued laptops for school-related activities, and may take the
computers off District premises. All Board members are issued
laptops to be used for Board activities.
Administrative offices primarily use desktop computers, and various
learning spaces in the District, such as classrooms and libraries, are
equipped with desktop computers. The District contracts with various
technology vendors to assist with repairs and provide technical
assistance.
The District’s 2008-09 adopted budget included appropriations of
$93.2 million for health insurance, which represent approximately
12 percent of the District’s total appropriations. These costs have

6
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steadily risen, increasing by 4.5 percent over the prior year.5 Pursuant
to collective bargaining agreements, the District provides health
insurance benefits to approximately 3,300 retirees. Only about half
of all retirees are required to contribute toward their health insurance
costs.
Objective

Scope and
Methodology

The objective of our audit6 was to evaluate the District’s internal
controls over its information technology assets and retiree health
insurance benefits. Our audit addressed the following related
questions:
•

Are the District’s controls over IT adequate to ensure
compliance with acceptable use policies, and to protect
the District’s computers and IT network from viruses and
inappropriate use?

•

Is there an effective system of internal controls to ensure that
the District pays health insurance premiums only for eligible
retirees and their dependents?

We evaluated the District’s internal controls over its information
technology assets and retiree health insurance benefits for the period
July 1, 2007 to September 29, 2009.
We conducted our audit in accordance with generally accepted
government auditing standards (GAGAS). More information on
such standards and the methodology used in performing this audit is
included in Appendix C of this report.

Comments of District
Officials and Corrective
Action

The results of our audit and recommendations have been discussed
with District officials and their comments, which appear in Appendix
A, have been considered in preparing this report. District officials
generally disagreed with our findings and recommendations and also
questioned our methodology. Appendix B includes our comments on
issues raised in the District’s response letter.
The Board has the responsibility to initiate corrective action. Pursuant
to Section 35 of the General Municipal Law, Section 2116-a (3)(c)
of the Education Law and Section 170.12 of the Regulations of the
Commissioner of Education, a written corrective action plan (CAP)
that addresses the findings and recommendations in this report must
be prepared and provided to our office within 90 days, with a copy
forwarded to the Commissioner of Education. To the extent practicable,
implementation of the CAP must begin by the end of the next fiscal
5
6

2007-08 Health Insurance appropriations were $89,201,755.
We plan to review other aspects of the District’s operations in a second audit
report that will be issued in 2010.
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year. For more information on preparing and filing your CAP, please
refer to our brochure, Responding to an OSC Audit Report, which you
received with the draft audit report. The Board should make the CAP
available for public review in the District Clerk’s office.

8
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Information Technology
The District has invested heavily in IT assets, including laptop and
desktop computers for use by employees, students, community
members, and other third parties to, among other things, store student
data, maintain financial records and reports, access the Internet,
and communicate by e-mail. District officials are responsible for
designing and implementing a comprehensive system of internal
controls over the use of District computers to protect these District
assets from unauthorized use. Both administrative and information
system controls should be part of any IT security system, especially
in a school IT environment that has a high number of users of various
types and ages.
We found that the District’s controls over IT security were poorly
designed and unenforced. As a result, 22 of 47 laptop computers we
tested were used inappropriately: we found pornographic images,
full-length movies, music files, unencrypted confidential student
information, and evidence of visits to gambling and social networking
websites on these computers. Four of these 22 laptops were issued
to Board members: one laptop issued to a Board member contained
pornographic images while a second laptop issued to another Board
member contained a television clip and unauthorized software; two
other laptops issued to Board members were wiped clean by an
outside vendor before we could test them, which suggests that these
laptops may have contained inappropriate material.
We also found that the District’s information systems controls, such
as access controls and virus protection, were ineffective. Of the 47
laptops we tested, the users of 39 had administrative rights they were
not entitled to that gave them the ability to make unauthorized changes
to their computers. Further, despite having spent almost $220,000
for virus protection software that guards against infection and web
filters that block visits to inappropriate internet sites, the District did
not verify that users had these safeguards installed. Therefore, the
District’s network and data were exposed to an increased risk of loss,
misuse and virus threat.
Administrative Controls

Administrative controls include the establishment and monitoring of
compliance with acceptable use policies (AUP), which inform users
about what constitutes proper use of District computers. The Board
has adopted an AUP for District officials, employees, students, and
community members who use District computer equipment and/or
have access to the District’s network. These policies strictly prohibit
engaging in practices that threaten the network (e.g., loading files
DIVISION OF LOCAL GOVERNMENT AND SCHOOL ACCOUNTABILITY
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that may introduce a virus) and that violate Federal laws. These
policies also prohibit users from installing unauthorized programs,
engaging in inappropriate personal use of District computers, and
bypassing District security systems.7 Finally, the AUP specifically
states: “Users will take appropriate precautions to safeguard the
information and information systems assigned to them, on and off
Buffalo City School District premises, to prevent loss, theft, damage,
or unauthorized use.”
The IT department does not routinely monitor computer use to
determine whether administrative and system controls are working.
Further, the District does not maintain a list of authorized software
programs that can be installed on computers. We tested a total of 47
District-owned laptops (20 used by staff, 18 assigned to students and
nine issued to Board members), and another five computers (four
desktops and one laptop) in the business office. We found significant
instances of noncompliance with the AUP, as follows:

7

8

10

•

Of the 20 District laptops assigned to staff, we found
that six were used for inappropriate purposes. We found
inappropriate pictures of scantily clad young adults, a fulllength movie not suitable for student viewing, personal credit
card information, poker games, and numerous music files
on these laptops. These uses clearly represent violations of
the AUP and improper use of taxpayer-furnished assets. We
also found that one of these six computers, as well the laptop
issued to a seventh employee, contained confidential student
information, including Individualized Education Programs,
student social security numbers, and medical information
for specific students. This sensitive information was not
encrypted and could be viewed by unauthorized individuals.

•

Of the nine laptops assigned to Board members,8 one laptop
had seven thumbnail-size pornographic images. It also
showed evidence that gambling, pornographic, and social
networking websites were visited, and contained invoice
billings and information flyers for services performed by
this individual in his capacity as a private consultant, and

For staff hired before a certain date, the AUP is on signed hard-copy forms. Staff
hired after a certain date are required to acknowledge that they are aware that
they must comply with the District’s AUP each time they log onto a District
computer, but they are not required to sign the AUP. All students who have been
assigned a laptop computer are required to sign a hard-copy AUP once every
school year.
The District incurs the cost for providing high speed internet service at the
residence of seven of the nine Board members. For purposes of this report, we
assume that the primary purpose of providing the residential internet service is to
better enable the Board members to perform their official functions.
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included unauthorized software, such as a tax preparation
program. This laptop also contained evidence that it was used
to visit websites to download copyrighted music, movies, and
software. Another laptop contained unauthorized software,
and showed evidence that the laptop was used for on-line
banking and bill payment,9 in addition to a television clip.
These laptops were used for improper purposes despite the
user having to acknowledge the Board-approved AUP when
logging on.
The laptops issued to two other Board members were wiped
clean prior to our viewing them. One Board member told us
that she had the laptop wiped clean by a person employed
at her spouse’s place of business; District staff told us the
other Board member had the laptop wiped clean by a major
electronics retailer. Resorting to this action suggests that
these laptops may have been used for inappropriate purposes.
Further, having these laptops serviced by a non-District
employee may have compromised confidential District data.
•

We also found examples of weak password controls on laptops
issued to Board members. For example, we found one Board
member’s name was the password for the laptop; the same
laptop had sheets of paper left with the computer identifying
various usernames and passwords for District and personal
accounts. We also found that usernames and passwords were
kept in easily accessible computer files stored on the laptop.

•

We examined 18 laptops assigned to students and found file
sharing software, games, and pornographic images on 10 of
the laptops tested. For example, five laptops had pornographic
pictures, another laptop contained entries in the browser history
file indicating that pornographic web sites were accessed
with a District computer, and seven laptops contained music
files.10 We brought these matters to the attention of IT staff
and District officials for their consideration and action.

•

We examined four desktops and one laptop used in the
District’s business office and found evidence of only light to
moderate personal use on these computers.

When we first informed District IT officials of these examples of
abuse and misuse of District assets, they appeared unconcerned
9

We could not determine how many times these websites were visited to determine
the frequency of use.
10
One of these laptops appeared to have 946 music files.
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about the disregard of the District’s AUP. The fact that laptops
issued to four of nine Board members were either used for clearly
inappropriate activities or were wiped clean suggests that Board
members may not be interested in promoting compliance with the
District’s AUP because the laptops assigned to them were not used in
accordance with the AUP. District taxpayers should not have to pay
for abusive practices that waste District resources, subsidize access
to inappropriate material and websites, and put confidential student
information at risk.
Information System
Controls

There are a number of information system controls that can be
put in place to safeguard District resources and protect students
and employees. For example, District officials can implement a
comprehensive set of computer policies that restrict users’ access
levels to only those system functions and information that individuals
need to perform their duties. Other systems controls include antivirus software to protect the District’s computers and network from
infection, and mobile web filters on computers to block users’ access
to inappropriate websites when District laptops are not connected to
the District’s network. We found that, while the District has policies
that set access limits, the policies are fragmented because they are
developed on a school-by-school basis; further, the policies are
undocumented, making it difficult to manage the District’s complex
system. Further, the District’s systems controls are ineffective because
no one monitors the extent to which they are installed and working as
intended. Of the 47 laptops we tested, 39 had administrative rights
which enabled users to modify their computers any way they wanted;
25 of the 47 laptops had virus protection that was disabled or not
current, and 25 had no mobile web filter installed. As a result of these
poor systems controls, the District’s network and data were subject
to serious risk of loss, abuse and virus infection, and District laptops
were used for inappropriate activities.
Computer Policies - To safeguard IT systems and data, the District
should develop adequate policies that determine what modifications
can be made to a computer and what network resources individual
users have access to, according to District-established user groups.
For example, the District should assign computer users either
administrative (full) or limited rights, based upon their specific needs.
Administrative rights enable users to install software, change system
settings, and modify data, so they should be assigned to only a limited
number of individuals with system responsibilities, such as the IT
director or IT staff. Limited rights restrict users’ ability to modify
their computers or to install software. It is also important for the
District to document how it defines user groups, and to update this
documentation on a regular basis to ensure District officials have
a current record of the system’s design, including changes in user

12
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access. The District should require users to periodically connect to the
network to obtain updated policies, and monitor users’ compliance
with the requirement.
We found that the District’s policies are not adequate to safeguard
the District’s systems and data because they are not documented and
users’ computers are not regularly updated for changes in the District’s
policies. The District decided several years ago to organize the system
of computer policies on a school-by-school basis. Each school has a
group of policies for all the computers at that school, and each school
has various groups of policies for students, which are based on their
grade level. Depending on the number of grade levels at a particular
building, there could be four to eight unique student group policies
in place at each school, resulting in a potentially very large number
of group policies in place in the District.11 Without documentation,
District officials may not know what computer policies they have in
place, and how those policies work.
Moreover, District IT officials continue to add new policies. District
IT officials admitted that they do not have documentation and/or
manuals explaining the various group policies that presently exist;
rather, they rely on the technical knowledge of their staff and thirdparty technicians to manage the complex system, and rely on them to
pass on this understanding to new staff should they stop working on
the District’s system. Without such documentation and/or manuals,
the District is at risk of losing whatever technical knowledge exists
and could incur additional costs to establish an appropriate system.
Currently, the District contracts with a third-party technician to
evaluate the District’s computer policies and to develop a more
organized and streamlined system for the future, including further
customizing the District’s policies. According to the consultant, this
project may take several years and require the District to hire another
consultant at additional expense. While District officials recognized
the risks from lacking system documentation, they did not plan to
have the technician develop such documentation so they can better
understand their system and not have to rely on outside technicians
to manage it.
Additionally, in order for any policies to be effective in controlling
access, each individual who is assigned a District computer must
be connected to the District’s network on at least a periodic basis to
receive the most current policies. However, we found that the District
does not require users to periodically connect to the network, and
11

This could result in the District having between 244 and 488 unique student user
policies groups in effect across its 61 schools.
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District officials are not aware of which computers have not recently
connected to obtain updated policies. Thus, users of computers that
have not received policy updates could have made unauthorized
changes to the computers. In fact, our tests of the 47 District laptops
showed that 39 (laptops issued to 15 students, 18 staff members, and
six Board members) had been configured with full administrative
rights. This allowed users to load software and make changes to the
laptop’s operating system. Such broad availability of administrative
rights exposes the District’s network operation and data to a wide range
of unauthorized changes, including the loss, misuse or corruption of
data.
Virus Protection - Another key information system control is the
implementation and maintenance of adequate virus protection
software, including the updating of virus definitions. Without current
virus definitions, protection is limited and leaves computers at risk of
being compromised by recent threats. The IT Department uses a utility
program to manage the virus protection for all desktops and laptops.
This program resides on the District’s servers and receives current
virus definitions from the anti-virus vendor. The server distributes
the updates to all District computers when they are connected to the
network. When a District laptop has not been connected to the District
network, the computers are configured to download the current
virus definition updates directly from the vendor instead. Although
all five business office computers had current virus definitions, we
found varying deficiencies with anti-virus protection in 25 of the 47
computers we examined.
•

Of 18 laptops issued to students, one had its anti-virus program
disabled and nine did not have current virus definition updates.
Due to these weaknesses, three of the laptops had evidence of
a prior and/or current virus infection that left the computer
and the District network at risk.

•

Of 20 laptops issued to staff and administrators, one had its
anti-virus program disabled and 11 did not have current virus
definitions updates. One laptop had evidence of a prior and/or
current virus infection.

•

Of nine laptops issued to Board members, two had their antivirus program disabled, and another did not have current virus
definition updates. None of these laptops showed evidence of
virus infection.

Viruses can make computers and networks inoperable and corrupt
data stored in the network. Damage caused by viruses can be very
expensive to fix and cause significant loss in productivity by both
staff and students until it has been corrected.
14
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The District spent over $178,000 for 10,865 virus protection software
licenses and related maintenance. Unless the District ensures that
all District computers receive regular anti-virus updates, it will not
derive full value and benefit from this purchase, and the District’s
network will remain at risk of virus infection.
Mobile Web Filters - The District installed a mobile internet web
filter on laptops to prevent users from accessing inappropriate content
when using District laptops at someplace other than District premises.
The mobile filter is capable of blocking unwanted content while the
laptop is used outside the District’s IT network.12 The District spent
over $30,000 to purchase 3,447 mobile web filter licenses.
Our testing of the 47 laptops disclosed that laptops issued to seven
students, 12 staff members, and six Board members did not have the
mobile internet web filter. As a result, users were not prevented from
accessing inappropriate content while using the laptops outside of the
District.
When asked why laptops did not have the mobile internet web filter,
District IT officials explained that they installed it over the network
during a period of two months at each school building. If there were
any laptops that were not connected to the District network during
this period, they did not receive the program. Therefore, the District
did not receive the full benefits from purchasing the mobile internet
web filters. Further, without the web filters installed, District laptops
can – and have – been used for inappropriate purposes in violation of
the District’s AUP.
Access to computer systems must be controlled and monitored to
reduce the risk of misuse or alteration of data, which could result
in financial loss, misuse of confidential data or inappropriate use
of District assets. By the end of our field work, District IT officials
acknowledged that the District’s IT controls are weak or inconsistently
applied. It is essential that the District have effective and consistentlyimplemented IT controls, and that a District IT official be accountable
for monitoring compliance with the District’s policies, including its
AUP. However, the District has not appointed any one person to
be accountable for ensuring the safe operation of District computers
in a secure IT environment. District officials are considering the
creation of a Chief Security Officer for the IT Department who will

12

While a laptop computer is connected to the IT network inside the District, (i.e.,
inside a school), the District maintains an Internet web filter and the user will be
restricted from accessing inappropriate content. If the laptop is used outside of
the District, then the user is able to connect to the Internet outside of this filter
and the laptop requires a mobile filter installed to provide the same restrictions.
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be responsible for developing policies and procedures, for verifying
the effectiveness of the District’s IT controls, and for monitoring
compliance with these controls by Board members, staff and students.
Recommendations

1. District officials should design a comprehensive system of
internal controls over IT resources, and make one or more officials
accountable for its implementation.
2. District IT staff should monitor compliance with and enforce the
District’s AUP.
3. District IT staff should prepare written procedures to ensure
that sensitive information, such as individualized education
programs (IEPs), is encrypted so that information can be viewed
only by appropriate staff.
4. District IT staff should prepare written guidelines that identify
authorized software that can be installed on District computers,
and that identify District IT staff as the only technicians who can
service District computers.
5. District IT staff should document all computer policies and develop
procedures clearly indicating the manner in which the District’s
IT system must be maintained and managed.
6. District IT staff should ensure that full administrator rights are
limited to only those District officials with a need for such access.
7. District IT staff should ensure that computers have anti-virus
software running properly with current virus definitions.
8. District IT staff should ensure that all students and staff periodically
connect their assigned computers to the District network to receive
the latest computer policy rules that are in place.
9. District IT staff should install mobile web filters on all laptop
computers.

16
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Retiree Health Insurance Benefits
An effective system of internal control ensures that the District
pays health insurance premiums only for those retirees and their
dependents who are eligible for coverage. Effective controls should
include monitoring the coverage status of retirees and their eligible
dependents through routine communication, either by personal
contact or by correspondence that would determine their continued
eligibility. This process should also include inquiry into whether the
retirees and their dependents are still living.
Beginning in 2007, the District established procedures to ensure that
all employees, retirees, and their dependents are valid recipients of
District health coverage. The District contracts with a service that
provides Social Security Administration (SSA) death master file
information.13 On a monthly basis, the District compares this data
against its own list of Social Security numbers for all retirees and
their dependents who are receiving District-paid health insurance
coverage. District officials assured us that District records are
complete and include the Social Security numbers for all eligible
individuals. District officials expressed confidence that their current
process would accurately identify all deceased individuals.
We examined SSA records for 5,269 District retirees and their
dependents and determined that six individuals currently insured by
the District were deceased. Despite the SSA check performed by the
District each month, the current process failed to detect the change
in status for these six individuals. Two of the six individuals had
been dead for over a year while the District continued to pay their
insurance coverage. We estimate that the District paid $51,000 in
premiums for these six deceased individuals.
The District has contacted the vendor who supplies Social Security
death master file data, in an effort to determine the cause for these
discrepancies. As of the date of this report District officials have not
received a response from the vendor regarding these discrepancies.
District officials stated that the insurer will provide a full refund for
payments made for these six individuals’ coverage back to the date
of death.
While the SSA death master file review provides an excellent
method to identify deceased individuals, this process alone will
13

The vendor supplies the District with updated Social Security information on a
monthly basis.
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not identify dependents who are no longer eligible for coverage
resulting from separation or divorce, or children who have exceeded
the allowable age for coverage. Most of the District’s collective
bargaining agreements require retirees to supply current information
to the District such as address, telephone number and coverage
status, including changes (such as the death of a spouse) that could
change a retiree’s coverage status from a family to an individual plan.
However, the District does not send out periodic confirmation letters
to ensure compliance with this contract provision. Many retirees are
not required to contribute toward their health insurance coverage.
Retirees who are not required to contribute lack the incentive to
contact the District with any coverage changes. Periodic confirmation
letters provide an alternate method to ensure retiree information is
accurate and up-to-date and identify changes in coverage status.
We selected six retirees who were over the age of 87 and subscribe
to a family plan to verify that the District properly retained Social
Security information for each retiree’s dependent spouse. We
found in all cases that District records included the dependent
spouse’s name and corresponding Social Security number. However,
without current confirmation from the retiree there was insufficient
information to determine if the enrollee’s family coverage should be
maintained.

Recommendations

10. District officials should investigate and correct their processes
and procedures in order to accurately identify all deceased retirees
and their dependents.
11. District officials should seek full reimbursement from its retiree
heath insurer for all deceased individuals identified in this report.
12. District officials should consider sending out periodic confirmation
letters to all retirees in order to update District records and identify
any changes in status, such as death and divorce, that may affect
the level of health coverage provided.
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APPENDIX A
RESPONSE FROM DISTRICT OFFICIALS
The District officials’ response to this audit can be found on the following pages.
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See Note 1
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APPENDIX B
OSC COMMENTS ON THE DISTRICT’S RESPONSE
Note 1
At the exit discussion, we informed District officials that, since the objective of our testing was not
to project our findings or to take a dollar disallowance, we did not use statistical sampling when we
tested District computers. The objective of our tests was to show the potential impact of the District’s
lack of internal controls. We believe that this limited test amply demonstrates such potential impact. In
addition, to be able to project to the entire population, the District would have had to be able to tell us
how many computers it owned. Since the District does not have adequate controls over its computers,
this was not possible. Further, in our testing of retiree health insurance, we tested 100 percent of
retirees, whose Social Security numbers were provided by the District, with the Social Security death
master file information.
Note 2
As indicated in the report, limited access rights prevent users from installing unauthorized programs
and altering the configuration of the operating system of the computer. Limited access rights should
not impact a user’s ability to access the Internet.
Note 3
While a user could accidentally access an inappropriate website by typing in a wrong address, the
website names we detected on the laptops were not likely due to such a typing error. For example, we
found visits to sites with names such as sexsearch.com, bootytube247.com and pornotube.com
Note 4
We cannot determine how the seven pornographic pictures got on the computer or who used it to visit
gambling, pornographic and social networking sites.
Note 5
The computer assigned to this Board member was not one of the four computers mentioned in the
report. Our report highlighted only those computers with evidence of significant inappropriate use.
Note 6
We believe that the pictures on the computers would be considered inappropriate on any government
equipment. What an individual is allowed to have on a computer the individual owns in his or
her home is different from what a public official or employee is allowed to have on District-owned
computer.
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Note 7
We requested but were not provided with adequate evidence to indicate that IT officials took prompt
remedial action on the issues we identified.
Note 8
The District lacks written documentation of the unique structure of its policies, which is a risk to the
IT system if this knowledge is lost.
Note 9
The evidence we gathered clearly shows that the District has not done an adequate job managing the
risk of providing its users with administrative rights.
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APPENDIX C
AUDIT METHODOLOGY AND STANDARDS
Our overall goal was to assess the adequacy of the internal controls put in place by officials to safeguard
District assets. To accomplish this, we performed an initial assessment of the internal controls so
that we could design our audit to focus on those areas most at risk. Our initial assessment included
evaluations of the following areas: financial oversight, cash receipts and disbursements, purchasing,
and payroll and personal services, and information technology.
During the initial assessment, we interviewed appropriate District officials, performed limited tests
of transactions and reviewed pertinent documents, such as District policies and procedures manuals,
Board minutes, and financial records and reports. In addition, we obtained information directly from
the computerized financial databases and then analyzed it electronically using computer-assisted
techniques. This approach provided us with additional information about the District’s financial
transactions as recorded in its databases. Further, we reviewed the District’s internal controls and
procedures over the computerized financial databases to help ensure that the information produced by
such systems was reliable.
After reviewing the information gathered during our initial assessment, we determined where
weaknesses existed, and evaluated those weaknesses for the risk of potential fraud, theft and/or
professional misconduct. We then decided on the reported objectives and scope by selecting for audit
those areas most at risk. We selected information technology and retiree health insurance benefits for
further audit testing. We plan to address other aspects of the District’s operations in a second audit
report that will be issued in 2010.
For information technology, we interviewed information technology staff about how the District’s
computer system operates and how it is protected. We obtained administrative policies and procedures
from IT staff that addresses such issues as acceptable use and computer use capabilities that were
granted to various classes of users. We visited six schools and the administrative offices in City Hall
to examine computers. We examined a total of 52 computers (48 laptop computers and 4 desktop
computers), consisting of laptops issued to Board members, teachers, administrators and students,
and desktops issued to teachers and administrators. The choice of schools to test was based on the
number of IT technical assistance “tickets” from the schools, the number of virus repair requests made,
and the schools that allow their students to take laptops home. On each laptop, we examined the
cookies folder, the internet history folder, the temporary internet files folder, and saved documents.
We also searched for photos, music, movies and unauthorized programs, and determined if the user
had administrative or limited access rights. We also examined the anti-virus program to determine if
it had the most recent virus definitions, and to determine if a mobile web filter was installed. From
discussions with IT administrators, we examined documents relating to the District’s third-party
proprietary computer policy system.
For retirees’ health insurance benefits, we obtained collective bargaining agreements and expense
information. We reviewed Social Security death master file information against health insurance
premiums paid by the District. We reviewed 94 computer-generated insurance provider invoices for
May 2009. We also interviewed District employee benefits staff regarding procedures and processes
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for transactions involving retiree health insurance benefits. Finally, we reviewed a District list of all
retirees and compared it to insurance provider information.
We conducted this performance audit in accordance with generally accepted government auditing
standards (GAGAS). Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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APPENDIX D
HOW TO OBTAIN ADDITIONAL COPIES OF THE REPORT
To obtain copies of this report, write or visit our web page:

Office of the State Comptroller
Public Information Office
110 State Street, 15th Floor
Albany, New York 12236
(518) 474-4015
http://www.osc.state.ny.us/localgov/
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